Air Terrier Wireless Configuration Instructions
For Windows XP Professional w/ SP2

NOTE: Screen pictures for reference only — your windows might vary.

Section 1 - What you'll need

A. A PC running Windows XP Professional with Service Pack 2 installed.

Hereis how to determine if you have Windows X P with Service Pack 2 installed:

1. Press Start, select Settings, and then select o)
Control Panel. Double-click the System icon, .
then click the General Tab. System

System Properties ﬂﬂ

2. Look for the section labeled System. Windows _
XP and Service Pack 2 will be listed at the el e

bottom if they are installed. o
Microsoft Windows XP
3. If Service Pack 2 is not installed, contact the / '@ - pefessere)
Help Center between 8 am and 5 pm, who can A = Service Pack 2
assist you in the installation. TR Regiteredto:

B. An |[EEE 802.11b, 802.11g or 802.11a wireless network adapter (NIC), which frequently is
built in newer laptop PCs.

Hereis how to determineif you have awireless adapter installed:

1. Press Start, select Settings, and then select ol
Control Panel. Double-click the System 3

icon, then click the Har dwar e tab. System
Syatem Restore I Automatic Updates | Remate I
General I Computer Name Hardware I Advanced

Device Manager
2 Pre$ the De\/' ce M anager button = The Device Manager lists all the hardware devices installed
) ) on your computer. Use the Device Manager to change the

propetties of any device.

Device Manager I

Driver Signing lets you make sure that installed drivers are ‘
S S S T S
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3. Look under the Network Adapters section

for an item that has a description including

the words WLAN or Wireless.

-
é Moritors

Elﬂ Metwork adapters

. L-EE 1394 Net Adapter

! B8 Bluetooth LAN Access Server Driver

L B8 Dell TrueMobile 1400 Dual Band WLAN Mini-PCI Card

A

C. Thedriver/client installation disc and user documentation that came with your wireless

network adapter.

D. A connection to the wired Wofford network for downloading the certificate file and current

software for your wireless network adapter..

Section 2 - Obtaining the Air Terrier Wireless Network Certificate

The Wireless Network Certificate is afile that is stored on your PC and is used in the
authentication process when connecting to the wireless network. The certificate must be installed
on your PC before you can connect to the wireless network.

A. First, check to seeif the certificate is already installed on your PC.

1. Press Start, select Settings, and then
select Control Panels. Double-click the

Internet Optionsicon.

2. Click on the Content Tab.

3. Click on the Certificate button.
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Internet
Qptions

| General I Securityl Priva onnections I Programs I Advanced |

2 x|

Content Advisor

Ratings help you control the Intemet content that can be
@{ viewed on this computer,

Enable... I Settings...

Certfficates

% Use certificates to positively identify yourself, certification
@l authorties, and publishers.

ClearSSLStatel Cetficates... || Publshers..

— Persanal infarmatinn




4. Select the Trusted Root Certification
Authorities tab.

gl I3

| <Al

Intended purpose:

[

Intermediate Certification Authorities | Trusted Root Certification Authorities ITrusted publ 4 | ¥
. ; Issued To I Issued By I Expiratio. .. I Friendly Name I;I
5. Look for the Air Terrier for Wofford [E)aBa.ECOMRoot CA  ABA.ECOM Root CA 7/3/2003  DST (ABA.ECOM,.. —I
. Air Terrier for Woff... Air Terrier for Woffor...  2f18/2007  <None>
COI I ege entry' If It appears ther e! then the =l autoridad Certifica...  Autoridad Certificador... 6/28/2009  Autoridad Certifi...
proper Certl fl Cate |S | ngal |aj on your PC [El autoridad Certifica...  Autoridad Certificador...  6/22/2005  Autoridad Certifi...
. . Elaltimore 2 by DST  Baltimore EZ by DST 7f3f2009 DsT (Baltimore E...
and yOU can g(' p tO S€Ct|0n 3 Belgacom E-TrustP... Belgacom E-TrustPrim... 1212010  Belgacom E-Trus...
[Elcaw HKT SecureN...  C&W HKT SecureNet ... 10/16/200% CW HKT Secure...
C&W HKT SecureM... C&W HKT SecureMet ... 10/16/2009  CW HKT Secure...
C&W HKT SecureM... CRW HKT SecureMet ...  10/16/2010 CW HKT Secure... LI
Tmnart. .. I Fxnart... I Remnuve I Advanred. .. I
B. If the certificate is not installed, you can obtain the certificate file from the Help Center.
1. Open the CD by using My Computer. o AirTerrier
File Edit View Favorites Tools  Help
2. Right-click on the Air Terrier Wireless Qo+ Q- [F Pseart [ rokers | [~
Certificatefile. Address | Dy
Mame Size | T
File and FoldCiIEEs [Eair Terrier Wireless Certificate 1KE  Sel
) Make a new folder
@ S\tl:gsh this Folcer ko the
3. In the menu that opens, choose I nstall jl“i’Z:_:’ie\: —
. ile i jew  Favorites  Tools  Help
Certificate. Follow the prompts as they appear F =
. . . . ack ) ! Search olders -
until the installation is complete. Q- O F P o |
Address | b Diy
Marne Size | T
File and Folder Tasks kS i v

Open
) Make anew Foldsr

Install Certificate
@ Fublish this Folder to the

Web Scan for Viruses. ..
sl

If you it is not convenient to pick up the Help Center CD, you also can install the certificate from
the airterrier folder on the NAS. \\nas\software\airterrier.

Note that some firewalls will block attempts to make this network connection. Temporarily
disable your firewall if you have trouble making this connection.

1. Connect your computer to awired Wofford network jack and confirm that the connection is
working.
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2. Click Start, and select Run....

3. Enter the path = Type the name of a program, folder, document, or

) ) ) Internet resource, and Windows will open it for you.
\\nas\software\airterrier in the Open:
field. Open:

4. Press OK.

5. Enter “WOFFORD\” followed by your domain username in the USERNAME field, and
your password in the PASSWORD field when prompted.

6. A window will open with the _J airterrier
Ceftlflcate f||e |nS| de- File Edt “iew Favorites Tools Help

) . . . ) Search Id o
7. Install this certificate onto your > D " | P it
PC by rlght-CIICkI ngon the Air Address ([ Yinasisoftware) airterrier
Terrier Wireless Certificate.cer | Mame

File and Folder Tasks & [C3)darx_hotFix

and selecting Install Certificate.

mijj Rename this File E|.DS_Store
by Move this File E[p'ﬂn rrrrr e R
8. Follow the prompts as they # = Open
Iet . Sta”at D Copy this file Install Certificate
appear to completein 1on. &8 Publish this file to the =can For Wiruses
web Viruses...
€3 E-mail this file Open With. .
¢ Delete this file r 2 PowerDesk 3

Section 3 — Installing the Windows XP SP2 Hotfix

Microsoft’ s Service Pack 2 was an update for Windows X P, which offered enhancements and
better protection against viruses, hackers, and worms. Unfortunately, the installation of Service
Pack 2 broke the software that many colleges, including Wofford, use to allow usersto
authenticate with their wireless networks. Microsoft hasissued a* hotfix,” that fixesthis
problem.

NOTE: You MUST have Windows XP with Service Pack 2 installed on your PC to
install the hotfix. Return to Section 1 for details.

1. Connect your computer to awired Wofford network jack and confirm that the connection is
working.
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2. Click Start, and select Run.... 2 x|

3. Enter the path = Type the name of a program, folder, document, or

) ) ) Internet resource, and Windows will open it for you.
\\nas\software\airterrier in the Open:
field.

4. Press OK.

5. Enter “WOFFORD\” followed by your domain username in the USERNAME field, and
your password in the PASSWORD field when prompted.

6. Double-click on the folder named 3 AirTerrier

dotlx hotflx File Edit ‘Wiew Favorites Tools  Help
GBack M D | ? f..-\‘ Search Folders mv

address |22 YnastSoftware! AirTerrier

File and Folder Tasks kS ’J daik1x_hotFix «
(9 Make anew foldsr

&8 Publish this folder to the
Weh o Security Certificate

==d 1 kB

»

Other Places

3 &ir Terrier Wireless Certificate

7. Double-click on theicon for the Hotfix i ki

File Edit Wiew Favorites Tools  Help
Package. _ E
@ Back - ? ) ? 7 ) Search Folders @v

Address |[5) VinasiSoftware\AirTerrierdat 13_hatfix

2 2™ ReaDME
File and Folder Tasks & ’-E.___—_.:J Text Dacument
= 1KE

2 Make & new Folder -

»

Other Places

@ Fublishi this Folder to WindowsxP-KB335453-x86-enu
the Web Hotfix Package
g i i Microsaft Corpor ation
({9 Wiew previous versions

Windows XP KBB35453 Setup Wizard

8. You will see awindow advising you to close any
programs that are open. Thisisagood idea.

Welcome to the
windows XP
KB885453 Setup Wizard

Click on Next.

Before you install this update, we recommend that you;
- Back up paur spstem

- Close all open programs

after you finish this wizard

To continue, click Mext.

| Mest »

To complete this installation, \Windows might require restarting

Cancel
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9. Next you will be asked to agreeto alicense S ——

agreement. Click on | Agree and then Next. Hieense Aareement [AFI,H

At this point the hotfix will be installed. | e s s e

SUPPLEMENTAL EMD USER LICEWSE AGREEMENT FOR |
MICROSOFT SOFTwWARE [*Supplemental EULA™

IMPORTANT: READ CAREFULLY - The Microzoft aperating
system components accompanying this Supplemental ELILA,
including any "online"" or electronic documentation ["'05
Components'"] are subject ko the terms and conditions of the
agreement under which you have licensed the applicable
Microsoft operating system product described below [each an

| Do Mot Agree | agree Frint

< Back | MNext > Cancel |

10. After the hotfix has been installed, you will see | Windows X kB885453 Setup Wizard

KB885453 Setup Wizard

amessage that the Setup Wizard has been Completing the
completed. R

11. Click on Finish, which will restart your
computer.

You have successfully complated the KBS85453 Setup
‘wizard.

To apply the changes, the wizard has to restart
‘Windows. Ta restart Windows autarmatically, click
Finish.

If you want to restart later, select the Do not restart now
check baw, and then click Finizh.

I™ Do not restart now

| Finish

Section 4 — Checking if your computer has a wireless network adapter installed

A. You should check if your computer has awireless network adapter installed.

1. Press Start, select Settings, and ,
then select Control Panels. Double- -

: ; ; MNetwark
click the Network Connectionsicon. - e
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*», Network Connections _1Olx|

2. See If there iS an entry for a File Edit View Favorites Tools Advanced Help | o
Wireless Networ k Connection (or Qe - © - (T | POseach [ roders | |5 (37 X 1) 7
somethi ng simi lar) Address I(:, Network Connections | Go

’j MNew Connection Wizard
L, 1394 Connection
[ Bellsouth Spartanburg

If you find this entry, then you have
awireless network adapter installed
and you can skip to Section 5.

B. If your computer does not have awireless adapter installed, then you will need to install one.

1. Using the documentation that came with your wireless network adapter, install the adapter
according to the instructions. If you don’t have the documentation or drivers, use awired
network to search for the adapter manufacturer’ s website and obtain the information there.

NOTES:

- Regardless of the age of the network adapter we recommend downloading and using the
latest drivers and installation utility from the adapter manufacturer’ s website rather than
those included on disc in the adapter packaging. Thiswill help ensure that your adapter will
work optimally.

- If theinstallation process offers to install only device drivers for the network adapter and not
the client utility, accept that choice.

- If theinstallation process offers to let Windows control wireless networking accept that
choice.

- Ingenerdl, it isbetter to allow Windows to control wireless network settings rather than the
manufacturer’s client utility. This documentation is written based on Windows controlling
wireless networking.

2. Allow your computer to reboot if the installation process requestsit.

Section 5 — Configuring the wireless Adapter for Wofford’' s Wirel ess network

NOTE: You MUST have Windows XP with Service Pack 2 installed on your PC to
complete these instructions properly. Return to Section 1 for details.

1. Press Start, select Settings, and then select e

Control Panels. Double-click the Networ k =

Connectionsicon. Metwark
Connections
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‘5 Network Connections

File Edit WView Favorites Toolz Advanced Help

@Back - \‘; - l.ﬁ

Address |€_‘.1 MNetwork Connections

/_- ) Search [L_ Folders |._J§' Tj}

iil New Connection Wizard
L, 1394 Connection

{ BellSouth Spartanburg

L Bl Ho Mlobe o

1) Dell built-n wireless

2. Double-click the wireless network connection
listed. It may appear different on your PC than in
this picture.

3. You should see awindow similar to this, (PDRMCE e

possibly with one or more wireless networks ~etwork Tasks ————— | Choose a wireless network

| I S:&j I n the WI ndOW tO the rl ght. g Refresh network list Chf(:( an item in the list below to connect to a wireless network ir
information.

;_'2 Set up & wireless network
for a home or small office

Related Tasks

i) Learn about wireless Mo wireless networks were found in re

4- CI I Ck on “ C han ge or d er Of pr erer r aj pemerkn Make sure the wireless switch on your comp
networ ks,, on the Ieft Of the Wl ndOW_ To see an updated list, dick "Refresh netw

'{’3& Change advanced
settings

. Dell built-in wireless Properties 21|

General Wireless Networks I,\\dvanced

5. In the new window that appears, make sure
the box next to “Use Windows to configure my
wireless network settings’ is checked.

¥ Use Windows to configure my wireless network settings

rAwailable netwarks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

View Wireless Networks

r Preferred networks:
Automatically connect to available networks in the order listed

below:
flove up |
6. CI'Ck Add fatve dawh |

Add... Femove Froperties |
Leam about setting up wireless network Advanced |
configuration.

ok | cancel |
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7. Under the Associations tab, enter Terrier in
the Network Name (SSID) field.

8. Ensure that Networ k Authentication is set to
Open.

9. Set Data encryption to WEP.

10. Check the box next to “Thekey isprovided
for me automatically.”

11. Clear the check box nextto “Thisisa
computer-to-computer (ad-hoc) network.”

12. Click the Authentication tab.

13. Check the box next to “Enable | EEE
802.1x authentication for this network.”

14. Set EAP typeto “Protected EAP (PEAP).”
15. Clear the lower two check boxes.

16. Pressthe“Properties’ button under the
EAP Type box.
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_i_ Dell built-in wireless

General WVireless Networks |Ad\ranced |

e

m.ﬂi.rthermcatmn | Connection I

21

2]

Networl name (S510): ITen'ier

L  Wireless network key

This network requires a key for the following:

Metwaork Authertication: IOpen

Data encryption: IW EP

[Hetwark key: I

Eanfirm network key: I

H

Keyindes [advanced):

L ¥ The key is provided for me automatically

= Tikiz iz & computer-to-computer (ad hocl netwark; wireless

access points arenat uzed

[ o |

Cancel

_i_ Dell built-in wireless

General Wireless Networks IMvanced I

F“

Wireless network properties

[ Association || Authertication Connectionl

wireless Ethemet networks.

available

unavailable

Select this option to provide authenticated network access for

¥ Enable IEEE 802. 1x authentication for this network

21

2]

[~ Authenticate as computer when computer information is

[ Authenticate as guest when user or computer information is

Properties |

o |

Cancel




_i- Dell built-in wireless Prog 21x]
General  Wireless Networks IM\ranced

17. Check the box next to “Validate server [T S |_|_|

. ” i i 7| x
certificate. =

“ When connecting:
18. Clear the check box next to “Connect to "7 Valkiate server certficate
these servers.” L
| ™ Connect to these servers:
. . |
19. Check the box next to “Air Terrier - -~
. . » Trusted Root Certification Authorities:
Wireless Certificate. D] 20A.ccom Root C B
M . ) .
20 Clear the bOX neXt to ‘ DO nOt pr om pt user I TrrEr ﬁrwcl:clEE sociacion Macional del Notaria
to author ize new servers... _" O auteridad Certificadora del Colegio Nadional de Correduria P.
[ Baltimore EZ by DST
2 %I ed d ( D Belgacom E-Trust Primary CA _ILI
1. ect “ Secured Password (EAP- < | »

M SCH A P V2)" | n the Sel eCt Authent| Cat] on _- |_ Do rjot p(ompt user_ tcn authorize new servers or trusted
M et hod box certification authorities,

Select Authentication Method:

22. Then click the“Configure...” button. |secured password (EAP-MSCHAP v2) = Lﬂ
[~ Enable Fast Reconnect
QK I Cancel |

21 x| [

2l xl
x|
N When connecting:
r Automatically use rrr).'_‘l'\!'lndows logon name and
23. Clear the check box next to “Automatically password and domainf 2ny).
use my Windows logon name and password.” E
y 9 P _ ok | Cance | g‘

[ air Terrier for Wofford College

O autoridad Certificadora de la Asodacion Madional del Notaria
O autoridad Certificadora del Colegio Madional de Correduria P,
O Baltimore EZ by DST

D Belgacom E-Trust Primary CA -
a| | B

24 Cl |Ck OK 2 t| mes. [~ Donot prompt user to authorize new servers or trusted

certification authorities.

Select Authentication Method:

~ ISecured password {(EAP-MSCHAP v2) j Configure... |

[™ Enable Fast Reconnect

. oK | Cancel |
T
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25. Click the Connection tab.

26. Check the box next to “Connect when this

network isin range.”

27. Click OK.

28. Under the Wireless Networkstab...

Press the Advanced button.
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Association | Authentication

Automatic connection

Whenever this network is detected, Windows can connect
to it automatically.

W Connect when this network is in range

-l Dell built-in wireless Properties

Wireless Networks

¥ Use Windows to corfigure my wireless network settings

General Advanced

r Available networks:

To connect to, discannect from, or find out more information
about wireless netwarks in range, click the button below .

View Wireless MNetworks

r~ Prefemed networks:
Automatically connect to available netwarks in the order listed

below:
Miowve up |
ioye dowr |

Add.. Remave | Properties I
o |

':,i,:' Temier {Automatic)

Leam about getting up wirsless network
configuration.

ok | Cancal |




_i_ Dell built-in wireless Properties ed

21x]
. Metworks to access
29. Select the radio button next to “ Access e avaisble network ( A orfoned)
. . . dvallabie netwaol ICCESS il
Point.” Thiswill ensure that you don’t expose . | e
your PC to increased security risks by enabling * Access point frfrasiructure) networks only i
Ad-hOC netWDrkS. " Computerto-computer (ad hoc) networks only ﬂ
[~ Automatically connect to non-prefemed networks
. ed
30. Click Close.
— |

I iowe dawn |

Add. . Remove Froperties |
31. Click OK. Leam about getting up wireless netwarle Advanced |
configuration.
oK |  Caneel |

32. Reboot your PC by clicking Start, Shutdown, Restart.
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Section 6 — Logging into the Wireless Network

1. After your computer reboots, you
should see a bubble window similar to
the one below. Click on the bubble
“Wireless Networ k Connection -
Click hereto sdlect a certificate or
other credentialsfor connection to
wirelessnetwork Terrier.”

Note: You must be located in an area
covered by an Air Terrier access
point. The bubble window may take
several moments to appear.

2. Enter your username and password
for the Wofford domain (the same as
the one used to access Wofford's
Webmail).

3. Enter WOFFORD in the L ogon
Domain field.

4. Click OK.

After afew moments you should see
another bubble stating, Wireless
Network Connection isnow
connected. If not, go to the

troubl eshooting section.

51 pell built-in wireless Izl

Click here to select a certificate or other credentials for
connection to the netwerk Terrier

20§59 2mm

Enter Credentials

User name: I username

Password: I T Y]

Logon domain: I WOFFORD

[ |

63 Dell built-in wireless is now connected E

Connected to: Terrier
Signal Strength: Excellent

'D @@L 01

5. Open your web browser to confirm that you have a functioning network connection.
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Section 7= Troubleshooting your Wireless Network Configuration

l. If you see this window,

then you probably have a proprietary network adapter client running that is preventing
Windows from controlling your wireless network cmttions. Typically, these programs

will have an Icon in the system tray at the bottom right corner of the screen. If you find it,
click on it, and close, exit, or disable the offending network client.

You can also try restarting the Wireless Zero Comégan manually.
1. PressStart, selectSettings and then

selectControl Panels.Doubleclick
the Administrative Tools icon.

2. Doubleclick on theServicesicon.
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