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Air Terrier Wireless Configuration Instructions 
For Windows XP Professional w/ SP2 

NOTE: Screen pictures for reference only – your windows might vary.  

Section 1 - What you’ll need

  
A. A PC running Windows XP Professional with Service Pack 2 installed.  

     Here is how to determine if you have Windows XP with Service Pack 2 installed:  

1. Press Start, select Settings, and then select 
Control Panel. Double-click the System icon, 
then click the General Tab. 

   

2. Look for the section labeled System. Windows 
XP and Service Pack 2 will be listed at the 
bottom if they are installed.  

3. If Service Pack 2 is not installed, contact the 
Help Center between 8 am and 5 pm, who can 
assist you in the installation. 

 

B. An IEEE 802.11b, 802.11g or 802.11a wireless network adapter (NIC), which frequently is 
built in newer laptop PCs.  

    Here is how to determine if you have a wireless adapter installed:  

1. Press Start, select Settings, and then select 
Control Panel. Double-click the System 
icon, then click the Hardware tab. 

   

2. Press the Device Manager button. 

   



15 March 2007 2 

3. Look under the Network Adapters section 
for an item that has a description including 
the words WLAN or Wireless. 

  
C. The driver/client installation disc and user documentation that came with your wireless 
network adapter.  

D. A connection to the wired Wofford network for downloading the certificate file and current 
software for your wireless network adapter..    

Section 2 - Obtaining the Air Terrier Wireless Network Certificate

  

The Wireless Network Certificate is a file that is stored on your PC and is used in the 
authentication process when connecting to the wireless network. The certificate must be installed 
on your PC before you can connect to the wireless network.    

A. First, check to see if the certificate is already installed on your PC.  

1. Press Start, select Settings, and then 
select Control Panels. Double-click the 
Internet Options icon. 

    

2. Click on the Content Tab.        

3. Click on the Certificate button. 
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4. Select the Trusted Root Certification 
Authorities tab.   

5. Look for the Air Terrier for Wofford 
College entry. If it appears there, then the 
proper certificate is installed on your PC 
and you can skip to section 3.   

   

B. If the certificate is not installed, you can obtain the certificate file from the Help Center.  

1. Open the CD by using My Computer.   

2. Right-click on the Air Terrier Wireless 
Certificate file.       

3. In the menu that opens, choose Install 
Certificate. Follow the prompts as they appear 
until the installation is complete.         

If you it is not convenient to pick up the Help Center CD, you also can install the certificate from 
the airterrier folder on the NAS.         \\nas\software\airterrier.   

Note that some firewalls will block attempts to make this network connection. Temporarily 
disable your firewall if you have trouble making this connection.  

  1. Connect your computer to a wired Wofford network jack and confirm that the connection is 
working.  
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2. Click Start, and select Run….  

3. Enter the path 
\\nas\software\airterrier in the Open: 
field.  

4. Press OK. 

  

  5. Enter “WOFFORD\” followed by your domain username in the USERNAME field, and 
your password in the PASSWORD field when prompted.  

6. A window will open with the 
certificate file inside.  

7. Install this certificate onto your 
PC by right-clicking on the Air 
Terrier Wireless Certificate.cer 
and selecting Install Certificate.   

8. Follow the prompts as they 
appear to complete installation.       

Section 3 – Installing the Windows XP SP2 Hotfix

  

Microsoft’s Service Pack 2 was an update for Windows XP, which offered enhancements and 
better protection against viruses, hackers, and worms. Unfortunately, the installation of Service 
Pack 2 broke the software that many colleges, including Wofford, use to allow users to 
authenticate with their wireless networks.  Microsoft has issued a “hotfix,” that fixes this 
problem.   

NOTE: You MUST have Windows XP with Service Pack 2 installed on your PC to 
install the hotfix. Return to Section 1 for details.  

  1. Connect your computer to a wired Wofford network jack and confirm that the connection is 
working.  
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2. Click Start, and select Run….  

3. Enter the path 
\\nas\software\airterrier in the Open: 
field.  

4. Press OK. 

  

  5. Enter “WOFFORD\” followed by your domain username in the USERNAME field, and  
  your password in the PASSWORD field when prompted.     

6. Double-click on the folder named  
dot1x_hotfix.           

  7. Double-click on the icon for the Hotfix  
  Package.           

  8. You will see a window advising you to close any  
  programs that are open. This is a good idea.  

  Click on Next.     
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  9. Next you will be asked to agree to a license  
  agreement. Click on I Agree and then Next.   

  At this point the hotfix will be installed.            

  10. After the hotfix has been installed, you will see 
   a message that the Setup Wizard has been  
   completed.  

  11. Click on Finish, which will restart your  
  computer.              

Section 4 – Checking if your computer has a wireless network adapter installed

  

A. You should check if your computer has a wireless network adapter installed.  

1. Press Start, select Settings, and 
then select Control Panels. Double-
click the Network Connections icon. 
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2. See if there is an entry for a 
Wireless Network Connection (or 
something similar).   

If you find this entry, then you have 
a wireless network adapter installed 
and you can skip to Section 5.  

  

B. If your computer does not have a wireless adapter installed, then you will need to install one.  

1.  Using the documentation that came with your wireless network adapter, install the adapter 
according to the instructions. If you don’t have the documentation or drivers, use a wired 
network to search for the adapter manufacturer’s website and obtain the information there.  

NOTES: 
- Regardless of the age of the network adapter we recommend downloading and using the 

latest drivers and installation utility from the adapter manufacturer’s website rather than 
those included on disc in the adapter packaging. This will help ensure that your adapter will 
work optimally. 

- If the installation process offers to install only device drivers for the network adapter and not 
the client utility, accept that choice.  

- If the installation process offers to let Windows control wireless networking accept that 
choice. 

- In general, it is better to allow Windows to control wireless network settings rather than the 
manufacturer’s client utility. This documentation is written based on Windows controlling 
wireless networking.   

2. Allow your computer to reboot if the installation process requests it.    

Section 5 – Configuring the wireless Adapter for Wofford’s Wireless network

  

NOTE: You MUST have Windows XP with Service Pack 2 installed on your PC to 
complete these instructions properly. Return to Section 1 for details.   

1. Press Start, select Settings, and then select 
Control Panels. Double-click the Network 
Connections icon. 
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2. Double-click the wireless network connection 
listed. It may appear different on your PC than in 
this picture. 

  

3. You should see a window similar to this, 
possibly with one or more wireless networks 
listed in the window to the right.     

4. Click on “Change order of preferred 
networks” on the left of the window. 

    

5. In the new window that appears, make sure 
the box next to “Use Windows to configure my 
wireless network settings” is checked.       

6. Click Add… 
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7. Under the Associations tab, enter Terrier in 
the Network Name (SSID) field.  

8. Ensure that Network Authentication is set to 
Open.  

9. Set Data encryption to WEP.  

10. Check the box next to “The key is provided 
for me automatically.”  

11. Clear the check box next to “This is a 
computer-to-computer (ad-hoc) network.” 

     

12. Click the Authentication tab.    

13. Check the box next to “Enable IEEE 
802.1x authentication for this network.”   

14. Set EAP type to “Protected EAP (PEAP).”  

15. Clear the lower two check boxes.   

16. Press the “Properties” button under the 
EAP Type box. 
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17. Check the box next to “Validate server 
certificate.”  

18. Clear the check box next to “Connect to 
these servers.”  

19. Check the box next to “Air Terrier 
Wireless Certificate.”  

20. Clear the box next to “Do not prompt user 
to authorize new servers….”  

21. Select “Secured Password (EAP-
MSCHAP v2)” in the Select Authentication 
Method box.   

22. Then click the “Configure…” button. 

        

23. Clear the check box next to “Automatically 
use my Windows logon name and password.”      

24. Click OK 2 times. 
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25. Click the Connection tab.   

26. Check the box next to “Connect when this 
network is in range.”          

27. Click OK.  

    

28. Under the Wireless Networks tab…             

Press the Advanced button. 
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29. Select the radio button next to “Access 
Point.” This will ensure that you don’t expose 
your PC to increased security risks by enabling 
Ad-hoc networks.   

30. Click Close.      

31. Click OK. 

   

32. Reboot your PC by clicking Start, Shutdown, Restart.  
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Section 6 – Logging into the Wireless Network

  
1. After your computer reboots, you 
should see a bubble window similar to 
the one below. Click on the bubble 
“Wireless Network Connection - 
Click here to select a certificate or 
other credentials for connection to 
wireless network Terrier.”  

Note: You must be located in an area 
covered by an Air Terrier access 
point. The bubble window may take 
several moments to appear. 

          

2. Enter your username and password 
for the Wofford domain (the same as 
the one used to access Wofford’s 
Webmail).  

3. Enter WOFFORD in the Logon 
Domain field.  

4. Click OK. 

   

After a few moments you should see 
another bubble stating, Wireless 
Network Connection is now 
connected. If not, go to the 
troubleshooting section. 

  

5. Open your web browser to confirm that you have a functioning network connection.
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Section 7 – Troubleshooting your Wireless Network Configuration

  
I. If you see this window,  

  

then you probably have a proprietary network adapter client running that is preventing 
Windows from controlling your wireless network connections. Typically, these programs 
will have an Icon in the system tray at the bottom right corner of the screen. If you find it, 
click on it, and close, exit, or disable the offending network client.  

You can also try restarting the Wireless Zero Configuration manually. 
1. Press Start, select Settings, and then 
select Control Panels. Double-click 
the Administrative Tools icon. 

  

2. Double-click on the Services icon.  


